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FOR NGFW INNOVATION
WITH ENEA QOSMOS IXENGINE PLUS LIBDEVICE 2.0 FOR ACCESS NETWORKS

USE CASE

https://www.enea.com/products-services/traffic-intelligence/
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Application & Device Awareness for 
Next Generation Firewalls

When firewalls appeared three decades 
ago, enterprise network users, devices, 
perimeters and even threats were generally 
known and relatively straightforward to 
manage. 

Today, cloud usage, workforce mobility, the 
Internet of Things, and the sophistication 
of cyberattacks have made it vastly more 
difficult to know who or what is connecting 
to LAN/WLAN resources, and what they are 
doing while connected.

Customers expect their NGFWs to be able 
to address these blind spots. And with 
the Qosmos ixEngine and LibDevice 2.0, 
they can. 

vƻǎƳƻǎ ƛȄ9ƴƎƛƴŜ ƛǎ ǘƘŜ ƳŀǊƪŜǘΩǎ ƭŜŀŘƛƴƎ 
embedded software for traffic analytics 
and deep packet inspection (DPI) for 
firewalls (on-premise and in the cloud). 
Qosmos ixEngine supports 3400 enterprise, 
consumer and industrial protocols and 
generates rich insights into network 
applications, services, and activities ςeven 
for encrypted and evasive traffic streams.

LibDevice 2.0 for
Device Classification

Qosmos ixEnginefor 
Traffic Classification
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LibDevice 2.0 complements this traffic 
intelligence with device visibility to bring 
new context awareness to NGFWs for 
branch, campus and edge networks.
Available as an optional module (SDK) with 
the Qosmos ixEngine, LibDevice 2.0 is a 
non-intrusive software module that 
translates device fingerprints extracted 
from traffic flows by ixEngine into precise 
device profiles.

These profiles cover 50K+ types of 
connected devices across hundreds of 
consumer, enterprise, and industrial device 
categories.

Each profile includes device category, type, 
manufacturer, OS, OS version and a 
confidence score for the profile.

NEW CONTEXT 
AWARENESS FOR 
NGFW

With this new device awareness, NGFW 
vendors can strengthen security by:

Developing new device-based policies
Example: Block files sent by Android devices with 

version <4, or block traffic from specific categories 

of IoT devices. 

Implementing policy-based network 
segmentation and zero trust controls
Example: Make certain network segments available 

only to laptops and desktops, but not to mobile 

devices. 

Ensuring compliance with internal 
guidelines and external regulations
Example: Detect and block transfers of data from 

medical IoT devices to unsecured file shares. 

Improving detection of advanced 
persistent threats
Example: Correlate the use of covert communication 

channels with specific devices to detect threat 

patterns that require policy 
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As context is the key to strong cybersecurity, many 
vendors are naturally seeking ways to incorporate 
device visibility into their solutions.
For developers of NGFWs for access networks, the 
integrated, non-intrusive traffic and device software 
module from Enea offers the fastest, lowest risk, and 

easiest to manage solution for differentiating your product 
with combined application and device awareness.
The LibDevice 2.0 Module offers flexible subscription plans 
for start-ups, small and medium-sized vendors, and large 
ŎƻƳǇŀƴƛŜǎΦ Lǘ ƛǎ ōŀŎƪŜŘ ōȅ ǎǘǊƻƴƎ {[!ǎ ŀƴŘ 9ƴŜŀΩǎ ǘƻǇ-rated 

customer support, freeing NGFW staff from development 
and maintenance tasks.
If you have already integrated your product with a 
traditional Endpoint Protection Platform (EPP), a LibDevice 
2.0 subscription may still be the right solution for you to 
close the visibility gaps that inevitably persist in solutions 
using installed software agents or active classification via 
pinging, polling, scanning or querying. 

FAST TIME TO MARKET& 
SIMPLIFIED MANAGEMENT

¤100% Agentless & Passive 
Safe, high-performance use in all 
access networks

¤Best-in-Class Coverage & 
Accuracy
Granular, accurate identification of 
50K+ types of consumer, enterprise, 
and industrial devices 

¤Embedded Software (SDK+API)
Maximum product flexibility and 
revenue potential 

¤Single-Source Solution
One supplier for traffic and device 
classification for fast time-to-market 
and offloaded development and 
maintenance

QOSMOS LIBDEVICE 2.0
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Iƀm already an Enea Qosmos customer:
If you already embed the Qosmos ixEngine 
in your solution, adding the LibDevice 2.0 
module provides a fast and easy way to 
enhance or extend your offer with state-of-
the-art device classification. 

I am not yet an Enea Qosmos customer:
Integrating Qosmos ixEngine with LibDevice 
2.0 into your solution will help you enrich 
and extend your portfolio with high-value 
context about devices, applications, 
services, users, activities and behaviors. 

ACQUIRING THE 
LIBDEVICE 2.0 MODULE 

To learn more:

Downloadthe 
LibDevice 2.0 
datasheet

Downloadthe 
LibDevice 2.0 
solution brief

?
Contact us to 
request a product 
demo

Downloadthe 
Qosmos ixEngine 
datasheet

https://www.qosmos.com/qosmos-libdevice-2-0-for-device-classification/
https://www.qosmos.com/qosmos-libdevice-2-0-a-new-way-to-bring-device-awareness-to-access-network-management-security/
https://www.qosmos.com/about-us/contact-us/
https://www.qosmos.com/qosmos-ixengine-dpi-based-classification-metadata-extraction/
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Enea is the world-leading supplier of innovative software components for telecommunications, networking and cybersecurity. Focusareas are 
cloud-native, 5G-ready products for mobile core, network virtualization, and traffic intelligence. More than 3 billion people rely on Enea 
technologies in their daily lives. Enea is listed on Nasdaq Stockholm. For more information: www.enea.com

Eneaƀs embedded traffic intelligence products classify traffic in real-time and provide granular information about network activities. The 
portfolio includes the Enea Qosmos ixEngine and the Enea Qosmos Probe. The products support a wide range of protocols and aredelivered as 
software development kits or standalone network sensors to network equipment manufacturers, telecom suppliers, and vendors of
cybersecurity software.

https://www.enea.com/products-services/traffic-intelligence/

